CASE STUDY

Healthcare Organization Deploys Open XDR -
Reducing Risk, Improving Performance and
Dramatically Cutting Costs

Stellar Cyber connects the dots to show all real threats,
dramatically cutting down alert fatigue

A multi-facility healthcare organization based in the Southeast wanted to ensure the
tightest security posture in light of recent, well-publicized breaches of patient billing
information. Between HIPAA requirements and a need to protect its patients’ financial
information, the organization found security to be an increasingly complex and

expensive proposition until it found Stellar Cyber’s Open XDR platform.
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“ ..we needed a new way to think regarding how our system would collect the right
information at the right time, distill it into manageable form, separate the alerts from the
real incidents telling us a bigger breach is underway, and then automatically respond to
them. The Stellar Cyber Open XDR platform looked like it could provide those features.”
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Alert Fatigue

Over the years, the firm had layered on firewalling, identity
management, log aggregation, IDS, IPS, SIEM and other
security tools, but the growing collection of discrete tools
continually increased the burden on its analytical staff.
There were multiple security consoles to monitor, and there
were so many alerts on false positives that the team spent
too much time chasing false threats - it took days or weeks
to respond to the real ones.

“My analyst teams were overworked,” says the CISO at
the company, “and we were spending a fortune on more
than a dozen discrete tools, from SIEM and IDS/IPS to log
aggregation and identity management. We had to pull
information from multiple consoles in order to chase down
threats and produce management reports, and we wanted
something simpler and more consolidated.”

Choosing Open XDR

As she considered possible solutions, the CISO realized that
the organization needed a security operations environment
that would consolidate information from multiple threat
vectors -cloud, physical and virtual assets, network and
endpoints - into a single pane of glass to enable the analyst
team to run with maximum efficiency. Stellar Cyber’s
intelligent next-gen security operations platform stood

out from the competition.

“When we looked at Stellar Cyber, we saw a very clear and
efficient dashboard that identified threats throughout the
kill chain,” says the CISO. “We also liked the overall platform
and its ability to provide dozens of tightly-integrated core
security capabilities under one umbrella at one price.”

Proof of Concept

Of course, the proof was how well it actually worked.
During a proof-of-concept trial, the organization’s security
team noticed that there were far fewer alerts coming
through the Stellar Cyber dashboard. Concerned that

the platform was missing threats, the team tracked down
some perceived threats that it had not alerted on, and found
that they were not real threats at all. Stellar Cyber’s Al and
machine learning technology, and its ability to correlate
multiple security incidents, helped it weed out false threats
from real threats.

“When we looked at Stellar Cyber,

we saw a very clear and efficient
dashboard that identified threats
throughout our entire attack surface’

“Machine learning is a new frontier, but it enables the
security solution to get better and better at spotting
real threats,” says the CISO. “Once you learn to trust
the software and allow it to make decisions for you,
you increase productivity dramatically.”

Boosting Analyst Productivity

Event correlation was another key attribute. Stellar Cyber’s
Interflow™ technology correlates multiple events to catch
security attacks that other solutions miss. For example,
alogin from a hospital administrator in the middle of the
night may not cause an alert, but that event, correlated
with the user’s request to exfiltrate data to a Russian
domain, would cause an alert.

“Typically, our teams spent a lot of time writing response
procedures to counter the various threats they were seeing
with the old systems, but Stellar Cyber eliminates that
burden,” says the CISO.



“The product learns what’s important to us and presents
that information within the kill chain to show our analysts
exactly how to respond.”

Stellar Cyber is also a complete solution. “The platform’s
ability to distill information from all available sources,
curate it, and make decisions on the important data really
sets it apart from other solutions,” says the CISO.

Multi-tenancy was another advantage. “We have over two
dozen clinics and hospitals, and it’s very important to be
able to separate them into discrete units so we can capture
the overall security posture and compare one site with
another,” the CISO added.

For this healthcare organization, Stellar Cyber has replaced
outdated security tools (such as log aggregators) while
integrating with their EDR system, presenting threat

information in a clear, easy-to-use interface. Analysts

are more productive, the organization spends far less time
training its team, and analysts can respond to real threats
far more quickly. In fact, the mean time to detect (MTTD)
has been reduced by more than 20 times, while the mean
time to respond (MTTR) has dropped 8 times.

Overall, Stellar Cyber has formed the basis of a next-
generation SecOps platform for this healthcare organization,
and has enabled the firm’s analyst team to spot and respond
to threats in seconds rather than days or weeks, putting it
at the forefront of security awareness and protection.

“ Typically, our teams spent a lot of time writing response procedures to
counter the various threats they were seeing with the old systems, but
Stellar Cyber Open XDR eliminates that burden. The product learns what'’s
important to us and presents that information within the kill chain to show
our analysts exactly how to respond.”
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