
Stellar Cyber’s XDR Kill Chain –  
delivering the promise of EVERTHING 

kill chain that is designed to characterize every aspect of 

Breakthroughs for Defenders
XDR Kill ChainTM

www.stellarcyber.ai    |    sales@stellarcyber.ai

DATA SHEET

Modern Attacks Need Modern Thinking
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Propagation:

Follow the attacker as they 
go to more valuable rooms 
and discover the treasure

Initial Attempts: 

See the efforts of an 
attacker trying to get into 
the door of your company, 
the house

Persistent Foothold:

Track the attacker trying 
to make your company 
their home and live in your 
environment persistently

The attacker tries to  
get the treasure out of 
your company, or destroys 
that treasure while they 
are inside

Exploration:

The attacker studying what 
is inside your company, such 
as how many rooms this 
house has, and where the 
treasure is
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XDR Malware 

XDR Intel  

XDR User Behavior Analytics (UBA)  

XDR Network Behavior Analytics (NBA)  

XDR Endpoint Behavior Analytics (EBA)  

XDR Sensor Behavior Analytics  (SBA) 
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Lockheed Martin Cyber Kill Chain XDR Kill Chain

 

WHY STELLAR CYBER’S XDR KILL CHAIN PROVIDES BETTER RISK REDUCTION
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