
Open XDR Security Platform  
High Availability (HA)
The Importance of Data Availability

At Stellar Cyber, we realize the 

importance of high availability and have built multiple approaches to ensuring service 

interruption and data loss are mitigated. 

 

           SOLUTIONS NOTE



It is important to understand the architecture of Stellar 

 

separately with distributed sensors across the network 

The data processor is built upon a cloud native 
microservice architecture with clustering.

The data processor can be deployed as a cluster of nodes  

A data processor cluster may 
consist of a single master node and multiple worker 
nodes. The master node acts as a load balancer and 

this failure and distribute the data to other online worker 

 

It is extremely important to set this up 
if you have a single system for the data processor or need 
an offsite copy of the data. You can have a data backup 
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all the data should be stored as “hot” data which is 

to store older data from your data processor on another 

the data backup and restore for the disaster recovery which 

Stellar Cyber’s built-in “In-Service Upgrade” 
features allow a software upgrade to be performed at  
the same time that data ingestion is occurring. This is 

which allows isolated containers that provide various 

containers are components in the system that are rarely 

 

to the data processor so not to overload the data processor 
This smart 

approach ensures data is always available to monitor 
breaches even if there is a network connection issue.
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